MEDICANA

Data Protection, Caldicott, and Confidentiality Policy
1. Purpose

This policy outlines Medicana Winchester Limited's commitment to safeguarding the
privacy and confidentiality of patient, service user, and staff information. It details our
adherence to the Data Protection Act 2018 (DPA 2018), the UK General Data Protection
Regulation (UK GDPR), the Caldicott Principles, and the NHS Code of Confidentiality,
ensuring the lawful and ethical handling of all personal and sensitive data.

2. Rationale

We recognise the critical balance between individual privacy rights and the necessity of
utilising data for legitimate healthcare purposes. This policy establishes a framework for
responsible data management, ensuring compliance with legal requirements and fostering
trust among patients and staff.

3. Scope

This policy encompasses all identifiable information pertaining to living individuals, including
patients, service users, and staff, processed or stored by Medicana Winchester Limited.
We are dedicated to protecting this information, whether in electronic or manual form, in
accordance with our legal obligations as both a data controller and processor under the
DPA 2018 and UK GDPR.

4. Definitions

o UK GDPR: Regulations governing personal data handling for UK residents.

o DPA 2018: The UK’s Data Protection Act, complementing UK GDPR and replacing
the Data Protection Act 1998.

e Access to Health Records Act 1990: Governs access to the medical records of
deceased patients.

o Caldicott Report 1997: Provides guidance on using and protecting personal
confidential data, emphasising strict controls and the role of the Caldicott Guardian.

e Common Law Duty of Confidentiality: Prohibits unauthorised use and disclosure of
confidential information.

e NHS Code of Confidentiality (2003): Sets national standards for patient
confidentiality and consent within the NHS and affiliated organisations.
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5. Responsibilities

Board: Defines and oversees information governance policies, ensuring compliance
with legal and NHS requirements.

IT Steering Group (ITSG): Ensures Medicana Winchester Limited’s compliance with
UK GDPR and DPA 2018.

Senior Information Risk Owner (SIRO): Manages and mitigates information risks,
oversees business continuity, and advises the Board on information risk management
effectiveness.

Caldicott Guardian: Ensures adherence to the Caldicott Principles, acting as a key
advisor on patient confidentiality and data sharing.

Data Protection Officer (DPO): Ensures compliance with data protection regulations
and serves as the primary contact for the Information Commissioner’s Office
(ICO).

Information Governance (IG) Lead: Provides guidance on all areas of information
governance and ensures legal compliance.

Information Asset Owners: Senior individuals responsible for maintaining
information security within their business areas.

Managerial Accountability: Line managers must integrate this policy into local
processes and ensure compliance.

Individual Responsibility: All staff and contractors must understand and adhere to
this policy. Breaches may result in disciplinary action.

6. Data Protection Principles

As outlined in UK GDPR Article 5, we adhere to the following six key principles:
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Lawfulness, fairness, and transparency — Data is processed legally and openly.
Purpose limitation — Data is only collected for specified, legitimate purposes.
Data minimisation — Only the necessary data is collected and processed.
Accuracy — Personal data must be kept up-to-date and accurate.

Storage limitation — Data is not kept longer than necessary.

Integrity and confidentiality — Appropriate security measures protect data from
unauthorised access or breaches.

7. Data Subjects’ Rights

Individuals have the right to:

Be informed about how their data is used.
Access their personal data.

Request corrections to inaccurate data.

Request erasure (‘right to be forgotten’).

Object to processing.

Restrict automated decision-making and profiling.
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o Request data portability.

8. Privacy Notice

Medicana Winchester Limited’s Privacy Notice is available on our website, detailing how we
collect, process, and protect personal data.

9. Lawful Basis for Processing

We ensure all personal and special category data is processed lawfully, identifying the
appropriate legal basis as required under UK GDPR.

10. Confidentiality Commitments

o Caldicott Principles: We strictly follow these principles to ensure the responsible
handling of confidential data.

e NHS Code of Confidentiality: We adhere to national confidentiality standards in
patient data management.

o Patient Confidentiality: We only disclose patient information where legally required
or in the public interest.

o Staff Confidentiality: All staff must maintain confidentiality regarding both patient
and colleague information.

11. Exemptions to Confidentiality
Data may be disclosed under the following circumstances:

o If required by law (e.g., reporting births, deaths, notifiable diseases, workplace
accidents, child protection issues, or serious crimes).

e When disclosure is necessary to prevent harm to an individual.

e If required by a court order or regulatory authority.

Staff should consult senior management or the Information Governance Lead before
making any disclosure decisions.

12. Non-Disclosure of Personal Information

Access to health records may be refused if disclosure could cause harm. Third-party
information requires consent unless provided by a healthcare professional within their duty of
care.
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13. Personal Identifiable Data in Medical Research

All research projects must comply with UK GDPR, DPA 2018, and the Caldicott Principles
to protect patient privacy.

14. Data Protection Impact Assessments (DPIASs)

A Data Protection Impact Assessment (DPIA) is conducted for projects involving the use
of personal data or intrusive technologies.

15. Staff Training

All staff receive mandatory Information Governance training during induction and on an
annual basis to ensure compliance with data protection regulations.

16. Monitoring and Compliance

Medicana Winchester Limited conducts regular audits and compliance reviews to uphold
data protection standards and identify potential areas for improvement.

17. Equality Impact Statement

This policy has been reviewed to ensure non-discrimination and equal application across
all staff and service users.

18. References and Related Policies
This policy aligns with:

UK General Data Protection Regulation (UK GDPR)
Data Protection Act 2018

Access to Health Records Act 1990

Caldicott Report 1997

NHS Code of Confidentiality (2003)

Common Law Duty of Confidentiality

For further information, please contact our Data Protection Officer (DPO) at Medicana
Winchester Limited.
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